§1016.33

(i) Attachment of security markings.
Documents which do not lend them-
selves to marking or stamping shall
have securely affixed or attached a tag,
sticker, or similar device bearing the
appropriate security markings.

[48 FR 36432, Aug. 10, 1983, as amended at 71
FR 68735, Nov. 28, 2006]

§1016.33 External transmission of doc-
uments and material.

(a) Restrictions. (1) Documents and
material containing Restricted Data
shall be transmitted only to persons
who possess appropriate clearance or
access authorization and are otherwise
eligible for access under the require-
ments of §1016.31.

(2) In addition, such documents and
material shall be transmitted only to
persons who possess facilities for their
physicial security consistent with this
part. Any person subject to the regula-
tions in this part who transmits such
documents or material shall be deemed
to have fulfilled his obligations under
this subparagraph by securing a writ-
ten certification from the prospective
recipient that such recipient possesses
facilities for its physical security con-
sistent with this part.

(3) Documents and material con-
taining Restricted Data shall not be
exported from the United States with-
out prior authorization of DOE.

(b) Preparation of documents. Docu-
ments containing Restricted Data shall
be prepared for transmission outside an
individual installation in accordance
with the following:

(1) They shall be enclosed in two
sealed, opaque envelopes or wrappers.

(2) The inner envelope or wrapper
shall be addressed in the ordinary man-
ner and sealed with tape, the appro-
priate classification shall be placed on
both sides of the envelope, and the ad-
ditional marking referred to in
§1016.32(d) shall be placed on the side
bearing the address.

(3) The outer envelope or wrapper
shall be addressed in the ordinary man-
ner. No classification, additional mark-
ing, or other notation shall be affixed
which indicates that the document en-
closed therein contains classified infor-
mation or Restricted Data.

(4) A receipt which identifies the doc-
ument, the date of transfer, the recipi-
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ent, and the person transferring the
document shall accompany the docu-
ment and shall be signed by the recipi-
ent and returned to the sender when-
ever the custody of a Secret document
is transferred.

(c) Preparation of material. Material,
other than documents, containing Re-
stricted Data shall be prepared for
shipment outside an individual instal-
lation in accordance with the fol-
lowing:

(1) The material shall be so packaged
that the classified characteristics will
not be revealed.

(2) A receipt which identifies the ma-
terial, the date of shipment, the recipi-
ent, and the person transferring the
material shall accompany the mate-
rial, and the recipient shall sign such
receipt whenever the custody of Secret
material is transferred.

(d) Methods of transportation. (1) Se-
cret matter shall be transported only
by one of the following methods:

(i) By messenger-courier system spe-
cifically created for that purpose.

(ii) Registered mail.

(iii) By protective services provided
by United States air or surface com-
mercial carriers under such conditions
as may be preserved by the DOE.

(iv) Individuals possessing appro-
priate DOE security clearance or ac-
cess authorization who have been given
written authority by their employers.

(2) Confidential matter may be trans-
ported by one of the methods set forth
in paragraph (d)(1) of this section or by
U.S. first class, express, or certified
mail.

(e) Telecommunication of classified in-
formation. There shall be no tele-
communication of Restricted Data un-
less the secure telecommunication sys-
tem has been approved by the DOE.

(f) Telephone conversations. Classified
information shall not be discussed over
the telephone.

§1016.34 Accountability for Secret Re-
stricted Data.

Each permittee possessing documents
containing Secret Restricted Data
shall establish a document account-
ability procedure and shall maintain
records to show the disposition of all
such documents which have been in his
custody at any time.
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